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DETAILED ACTION 

1 . Claims 1-48 are pending. 

Priority 

2. This application repeats a substantial portion of prior Application No. 
09/770,877, filed January 26, 2001, and adds and claims additional disclosure 
not presented in the prior application. Since this application names an inventor 
or inventors named in the prior application, it may constitute a continuation-in- 
part of the prior application. Should applicant desire to obtain the benefit of the 
filing date of the prior application, attention is directed to 35 U.S.C. 120 and 37 
CFR 1.78. 

Information Disclosure Statement 

3. The information disclosure statement (IDS) submitted on January 26, 
2002 is in compliance with the provisions of 37 CFR 1.97. Accordingly, the 
information disclosure statement is being considered by the examiner. 

Drawings 

4. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(4) 
because reference character "18" has been used to designate both "compliance 
enforce" and "subscription enforce". Corrected drawing sheets in compliance 
with 37 CFR 1.121(d) are required in reply to the Office action to avoid 
abandonment of the application. Any amended replacement drawing sheet 
should include all of the figures appearing on the immediate prior version of the 
sheet, even if only one figure is being amended. Each drawing sheet submitted 
after the filing date of an application must be labeled in the top margin as either 
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"Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121(d). If the 
changes are not accepted by the examiner, the applicant will be notified and 
informed of any required corrective action in the next Office action. The objection 
to the drawings will not be held in abeyance. 

Specification 

5. The disclosure is objected to because of the following informalities: 

a. "Block 20" is recited on page 11, line 13 and is not represented in 
the drawings and is believed to represent the block titled "subscription 
enforce". 

Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

6. Claim 1 is rejected under 35 U.S.C. 102(e) as being anticipated by U.S. 
Patent Number 6,691,149 to Yokota et al (Yokota). 

Regarding claim 1, Yokota discloses a method for securely transmitting 
multicast data (col. 5, lines 37-42), comprising: encrypting at least one title 
T/content, with at least title key K T /contents key, and encrypting the title key 
Kr/contents key, with at least one channel-unique key Kc U /storage key (col. 9, 
lines 33-37), using at least one encryption function S/DES (col. 9, lines 14-16), to 
render a multicast data channel encrypted as Skcu(Kt), S K t(T), (fig. 1, # 22). 
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7. Claim 1 is rejected under 35 U.S.C. 102(e) as being anticipated by U.S. 
Patent Application Publication Number 2001/0029581 to Knauft. 

Regarding claim 1, Knauft discloses a method for securely transmitting 
multicast data comprising: encrypting at least one title T/data object, with at least 
title key K T /symmetric session key, and encrypting the title key K T /symmetric 
session key (fig. 5A, #502), with at least one channel-unique key Kc U /public 
program key (fig. 5A, #504), using at least one encryption function S, to render a 
multicast data channel encrypted as S Kc u(Kt), S K t(T), (fig. 5A, #514). 

8. Claims 1 , 23-26, and 41-46 are rejected under 35 U.S.C. 102(e) as being 
anticipated by U.S. Patent Number 6,690,795 to Richards. 

Regarding claim 1, Richards discloses a method for securely transmitting 
multicast data (fig. 1), comprising: encrypting at least one title T/program A (fig. 
2, #2), with at least title key K T /Segment Key (fig. 2, #2), and encrypting the title 
key Kj/Segment Key, with at least one channel-unique key Kc U /Customer_code 
(fig. 2), using at least one encryption function S/DES (col. 6, lines 8-10), to render 
a multicast data channel encrypted as Skcu(Kt), Skt(T), (fig. 2, #9). 

Regarding claim 24, Richards discloses a method for enforcing copy 
protection compliance and subscription compliance comprising: providing players 
with respective device keys Kd/customer code, useful for enabling copy 
protection compliance, and providing players with at least one channel key 
Kc/working key (control channel key), useful for enabling subscription compliance 
such that a player can decrypt content only if the player is both compliant with 
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copy protection and the player is an active subscriber to a content channel (col. 
4, lines 43-46; fig. 27 & 28). 

Regarding claims 23 and 25, Richards discloses wherein the content is 
streamed to players (col. 2, lines 41-43). 

Regarding claim 26, Richards further discloses the method of claim 25, 
comprising: encrypting at least one title T/program A (fig. 2, #2), with at least title 
key K T /Segment Key (fig. 2, #2), and encrypting the title key K T /Segment Key, 
with at least one channel-unique key Kc U /Customer_code, using at least one 
encryption function S/DES (col. 6, lines 8-10), to render a multicast data channel 
encrypted as S KC u(K T ), S KT (T), (fig. 2, #9). 

Regarding claim 41 and 43, Richards discloses a player/system, for 
decrypting streamed content (col. 2, lines 42-44; col. 1, lines 21-23), comprising: 
at least one device key Kd/customer code, means for decrypting a session key 
K s /segment key, using the device key Kd/customer code, means for decrypting a 
channel unique key Kcu/channel access key, using at least the session key 
Ks/segment key, and means for deriving a title key K T /program key, using at least 
the channel unique key K^/channel access key, the title key K T /program key, 
being useful for decrypting content (fig. 17). 

Regarding claim 42, Richards discloses the player/system, of claim 41, 
wherein the content is multicast to the player (col. 1, lines 13-18). 

Regarding claim 44, Richards discloses a computer program device 
comprising: a computer program storage device including a program of 
instructions usable by a computer (col. 2, line 63), comprising: logic means for 
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receiving private information l u /header (fig. 1, #2), upon registration with a . 
content provider, logic means for subscribing to at least one content channel 
provided by the content provider (col. 3, lines 7-12), logic means for receiving at 
least one encrypted channel key Kc/control channel key (fig. 14), at least partially 
in response to subscribing to the channel, logic means for deriving the channel 
key Kc/control channel key, using the information l u /header, and logic means for 
using at least the channel key Kc/control channel key, to decrypt content 
streamed over the channel (fig. 14). 

Regarding claim 45, Richards discloses the computer program device of 
claim 44, further comprising: plural device keys Kd/customer code, logic means 
for receiving at least one session key block/DES (col. 21 lines 31-32), logic 
means for deriving at least one session key K s /segment key, from the session 
key block using at least one device key Kd/customer code (fig. 8, #58). 

Regarding claim 46, Richards discloses the computer program device of 
claim 45, further comprising: logic means for using the session key K s /segment 
key, and channel key Kc/control channel key, to derive a channel unique key 
Kcu/channel access key, and logic means for using the channel unique key 
Kcu/channel access key, to decrypt a title key K T /program key, useful for 
decrypting the content (fig. 27 & 28). 

Claim Rejections - 35 USC § 103 
9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 



Application/Control Number: 10/042,652 Page 7 

Art Unit: 2134 

be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

10. Claims 2-16, and 47 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over either Yokota, Knauft, or Richards as individually applied to 
claim 1 above, and further in view of U.S. Patent Application Publication Number 
2002/0083319 to Ishiguro et al (Ishiguro). 

Yokota, Knauft, and Richards lack a channel-unique key that is a result of 
a combination of a concatenation of the channel key and session key. 

Regarding claims 2-3, Ishiguro teaches wherein the channel-unique key 
Kcu/e, is the result of a combination of a channel key Kc/e1 , and a session key 
K s /e2, wherein the combination is a hash function of a concatenation of the 
channel key Kc/e1 , and session key K s /e2, flj [0104]). Therefore, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made 
to modify the device of either Yokota, Knauft, or Richards with the device of 
Ishiguro. One of ordinary skill in the art would have been motivated to perform 
such a modification to the device of Yokota, Knauft, or Richards because 
Ishiguro teaches the channel-unique key Kc U /e, can be obtained (and the content 
decrypted) only by a player that is compliant with both copy protection rules and 
subscription rules (abstract & fig. 4). 

Regarding claim 4, Yokota, Knauft, or Richards further disclose the 
method of claim 2 as modified above, wherein the session key K s /e2, is 
encrypted with at least a first encryption scheme B R s1 /DES [Ishiguro, U [0079], to 
render a session key block/sk2 , (Ishiguro, [0105]). 
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Regarding claim 5, Yokota, Knauft, or Richards further disclose the 
method of claim 4 as modified above by Ishiguro, comprising providing at least 
one player with device keys Kd/license key (Ishiguro, fig. 4), to activate the player 
[Ishiguro, U [0065]). 

Regarding claim 6, Yokota, Knauft, or Richards further disclose the 
method of claim 5 as modified above by Ishiguro, comprising providing the player 
with the channel key Kc/e1 (Ishiguro, fig. 6). 

Regarding claim 7, Yokota, Knauft, or Richards further disclose the 
method of claim 6 as modified above by Ishiguro, wherein at least one of the 
providing acts is undertaken in a point-to-point communication (Ishiguro, fig. 1). 

Regarding claim 8, Yokota, Knauft, or Richards further disclose the 
method of claim 6 as modified above by Ishiguro, wherein at least one of the 
providing acts is undertaken as part of a broadcast (Ishiguro, U [0105]). 

Regarding claim 9, Yokota, Knauft, or Richards further disclose the 
method of claim 6 as modified above by Ishiguro, comprising providing the player 
with the session key block/sk2' (Ishiguro, fig. 6). 

Regarding claim 10, Yokota, Knauft, or Richards further disclose the 
method of claim 9 as modified above by Ishiguro, wherein the player can 
determine the session key K s /e2, from the session key block/sk2', using the 
device keys Kd/license key (Ishiguro, U [0105]). 

Regarding claim 1 1 , Yokota, Knauft, or Richards further disclose the 
method of claim 10 as modified above by Ishiguro, comprising periodically 
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refreshing the channel key Kc/e1, (Ishiguro, fig. 7, steps 48-51) to enforce 
subscriptions. 

Regarding claim 12, Yokota, Knauft, or Richards further disclose the 
method of claim 10 as modified above by Ishiguro, comprising selectively 
updating the session key block [Ishiguro, 1J0128]. 

Regarding claim 13, Yokota, Knauft, or Richards further disclose the 
method of claim 12 as modified above by Ishiguro, comprising updating the 
session key block/sk2\ by encrypting an updated session key/e2, with at least 
the encryption scheme B R s i/DES (Ishiguro, [0079]). 

Regarding claim 14, Yokota, Knauft, or Richards further disclose the 
method of claim 11 as modified above by Ishiguro, wherein a new channel key 
K c 7e1, is encrypted with at least a second encryption scheme B R s2/n-bit block 
encryption (Ishiguro, 1J[0241]). 

Regarding claim 15, Yokota, Knauft, or Richards further disclose the 
method of claim 14 as modified above by Ishiguro, wherein the new channel key 
Kc7e1, is sent in a message that is split (Ishiguro, fig. 7, steps 48-51). 

Regarding claim 16, Yokota, Knauft, or Richards further disclose the 
method of claim 14 as modified above by Ishiguro, wherein the new channel key 
K c 7e1, is refreshed using plural messages (Ishiguro, fig. 7, steps 48-51). 

Regarding claim 47, Yokota, Knauft, or Richards further disclose the 
method of claim 14 as modified above by Ishiguro, wherein the new channel key 
K c 7e1, is sent in-band with the title T (Ishiguro, fig. 7). 
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Ishiguro lacks partitioning players not in a revoked set R into disjoint 
subsets and encrypting the session key with the subset keys.. 
11. Claims 27-40 and 48 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Richards as applied to claims 24-26 above, and further in view 
of Ishiguro. 

Regarding claim 27, Richards discloses the method of claim 26, and , 
Ishiguro teaches wherein the channel-unique key Kc U /e, is the result of a 
combination of a channel key Kc/e1, and a session key Ks/e2, wherein the 
combination is a hash function of a concatenation of the channel key Kc/e1, and 
session key K s /e2, (Ishiguro, [0104]). Therefore, it would have been obvious to 
one of ordinary skill in the art at the time the invention was made to modify the 
device of Richards with the device of Ishiguro. One of ordinary skill in the art 
would have been motivated to perform such a modification to the device of 
Richards because Ishiguro teaches the channel-unique key Kc U /e, can be 
obtained (and the content decrypted) only by a player that is compliant with both 
copy protection rules and subscription rules (Ishiguro, abstract & fig. 4). 

As per claims 28-37, 39-40, and 48 all claimed limitations have been 
addressed and/or cited as set forth above corresponding to claims 2-12, 15-16, 
and 48 respectively. 

Regarding claim 38, Richards discloses the method of claim 35 as 
modified above by Ishiguro, wherein the new channel key Kc'/e1, is refreshed by 
encrypting a new channel key KcVel, with at least one encryption scheme 
(Ishiguro, fig. 7, steps 48-51). 
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Double Patenting 

12. The nonstatutory double patenting rejection is based on a judicially 
created doctrine grounded in public policy (a policy reflected in the statute) so as 
to prevent the unjustified or improper timewise extension of the "right to exclude" 
granted by a patent and to prevent possible harassment by multiple assignees. 
See In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re 
Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 

USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 
(CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may 
be used to overcome an actual or provisional rejection based on a nonstatutory 
double patenting ground provided the conflicting application or patent is shown to 
be commonly owned with this application. See 37 CFR 1.130(b). 

Effective January 1 , 1994, a registered attorney or agent of record may 
sign a terminal disclaimer. A terminal disclaimer signed by the assignee must 
fully comply with 37 CFR 3.73(b). 

13. Claims 1-22 provisionally rejected under the judicially created doctrine of 
obviousness-type double patenting as being unpatentable over claims 15-17 
copending Application No. 09/770,877 in view of Yokota, Knauft, or Richards, in 
view of Ishiguro, and in further view of "Applied Cryptography" by Schneier. 

b. Claims 15-17 is substantially equivalent to claims 17-22 of the 
instant application, except for the additional subject matter recited in 
claims 1-16. However, as described above, Yokota, Knauft, or Richards 
teaches these limitations are obvious. Further instant claims 17-22 recite 
B R s2 which is not present in the prior application. However, Schneier 
teaches DES is a common form of block encryption and would be obvious 
to one of ordinary skill at the time the invention was made (page 270, 



12.2) 
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This is a provisional obviousness-type double patenting rejection. 

Conclusion 

14. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

c. U.S. Patent Application Publication 2005/0198679 is cited for 
teaching a conditional access method and apparatus for use with a 
system for controlling digital TV. 

d. U.S. Patent Number 6,839,436 is cited for teaching broadcast 
encryption method that adapts to the presence of compromised keys and 
continues to broadcast securely to privileged sets of users over time. 

e. U.S. Patent Application Publication Number 2005/0131832 is cited 
for teaching two authentication processes to protect content from access 
by an unauthorized user. 

f. U.S. Patent Application Publication Number 2003/0051 1 51 is cited 
for teaching a title unique key generated from its own keys, such as 
master, media and LSI keys based on the stored title key. 

g. U.S. Patent Application Number 2002/0174366 is cited for teaching 
enforcement of content rights and conditions for multimedia content. 
Any inquiry concerning this communication or earlier communications from 

the examiner should be directed to Aubrey H. Berger whose telephone number is 
(571)272-8155. The examiner can normally be reached on Monday - Thursday, 
7:30 a.m. -5:00 p.m.. 
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If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Greg Morse can be reached on (571)272-3838. The fax 
phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 





AHB 



